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KoolSpan™ License Agreement

IMPORTANT - THIS IS A LEGAL DOCUMENT. BEFORE INSTALLING, ACCESSING, OR USING
ANY PART OF THIS PRODUCT, YOU SHOULD READ THE FOLLOWING TERMS AND CONDITIONS
CONTAINED IN THIS LICENSE AGREEMENT (THE “LICENSE AGREEMENT”) CAREFULLY AS
THEY GOVERN YOUR USE OF THIS PRODUCT AND ANY ASSOCIATED MATERIALS, SOFTWARE,
HARDWARE, TOKENS, KEYS, DOCUMENTATION, AND INFORMATION USED IN CONNECTION
THEREWITH (COLLECTIVELY, THE “KOOLSPAN SOLUTION”). KOOLSPAN IS WILLING TO
LICENSE THE USE OF THE KOOLSPAN SOLUTION TO YOU ONLY ON THE CONDITION THAT
YOU ACCEPT ALL OF THE TERMS AND CONDITIONS CONTAINED IN THIS LICENSE
AGREEMENT.

IF YOU DO NOT AGREE WITH THIS LICENSE AGREEMENT, YOU ARE NOT GRANTED
PERMISSION BY KOOLSPAN TO INSTALL, ACCESS, OR OTHERWISE USE THE KOOLSPAN
SOLUTION AND ARE REQUIRED TO RETURN THE PRODUCT (AND ANY ASSOCIATED
MATERIALS) TO KOOLSPAN WITHIN 15 DAYS OF RECEIPT OF THE PRODUCT. IF THE
KOOLSPAN SOLUTION IS NOT RETURNED WITHIN THE 15 DAY PERIOD, YOU WILL BE DEEMED
TO HAVE AGREED TO THE TERMS AND CONDITIONS OF THIS AGREEMENT.

Terms and Conditions

LICENSE GRANT. This License Agreement provides you with a revocable, limited, non-exclusive,
nontransferable license to use and install the KoolSpan Solution for your internal business purposes only in the
United States conditioned on your continued compliance with the terms and conditions of this License
Agreement. You may use the product only up to the number of tokens, which you have licensed from
KoolSpan. Any rights granted hereby are licensed and not sold or otherwise transferred or assigned to you or
any third party. Software provided to you may only be copied as necessary for the loading and operation of the
software and not for any other purpose. References to “you” or “user” mean the corporate or individual
purchaser of the KoolSpan Solution and any successor, permitted assign, transferee, heir, or representative
thereof.

LICENSE GRANT RESTRICTIONS. Notwithstanding the foregoing, you may not modify, alter, translate,
decompile, create derivative work(s) of, distribute, disassemble, reverse engineer, broadcast, transmit,
reproduce, publish, remove or alter any proprietary notices or labels for, license, transfer, sell, exploit, rent,
lease, grant a security interest in, transfer any right(s) in, or otherwise use in any manner not expressly
permitted herein the KoolSpan Solution or any part thereof.

USER OBLIGATIONS. By installing, accessing, and using the KoolSpan Solution, you represent that you
agree to abide by all applicable local, state, national, and international laws and regulations with respect to your
use of the KoolSpan Solution. You agree to assume all responsibility concerning your use of the KoolSpan
Solution, including providing any support and meeting any requirements of your contracts with third parties.
KoolSpan assumes no responsibility or liability for any claims that may result directly or indirectly from the
communications or interactions you establish using the KoolSpan Solution.

EXPORT RESTRICTIONS. You are solely responsible for complying with any export laws, regulations,
orders, or other restrictions, which may be imposed from time to time by the government of the United States of
America. You agree not to export or re-export the KoolSpan Solution or information pertaining thereto directly
or indirectly to any country for which a U.S. government agency requires an export license or other
governmental approval without first obtaining express authorization to do so from KoolSpan, and all such
necessary licenses and approvals.
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PROPRIETARY RIGHTS. KoolSpan retains all ownership right, title, and interest in and to all programs,
software, hardware, keys, tokens, information, and documentation associated with the KoolSpan Solution.
KOOLSPAN and all other names, logos, and icons identifying KoolSpan and its products and services are
proprietary trademarks of KoolSpan, and any use of such marks without the express written permission of
KoolSpan is strictly prohibited. Except as expressly provided herein, KoolSpan does not grant any express or
implied right to you or any other person under any intellectual or proprietary rights. Accordingly, unauthorized
use of the KoolSpan Solution may violate intellectual property or other proprietary rights laws as well as other
domestic and international laws, regulations, and statutes, including, but not limited to, United States copyright,
trade secret, patent, and trademark law.

CONFIDENTIALITY. You acknowledge and agree that the KoolSpan Solution contains proprietary trade
secrets and confidential information of KoolSpan (the "Confidential Information"). You agree to secure and
protect the confidentiality of the Confidential Information of KoolSpan in a manner consistent with the
maintenance of KoolSpan's rights therein, using at least as great a degree of care as you use to maintain the
confidentiality of your own confidential information of a similar nature, but in no event using less than
reasonable efforts. You shall not, nor permit any third party to, sell, transfer, publish, disclose, or otherwise
make available any portion of the Confidential Information to third parties, except as expressly authorized in
this Agreement.

KEY POLICY. Use of the KoolSpan Solution requires a key (the "Master Key"). It is your sole responsibility
to safeguard this Master Key. You will issue users their own keys ("Client Keys"). By using the KoolSpan
Solution, you agree to be solely responsible for the use and security of your Keys. KoolSpan's security requires
that if you need a replacement Master Key you will have to (for a fee) have KoolSpan send you a replacement
Master Key, as well as new Lock(s), and will have to re-program all your Client Keys. DO NOT LOSE YOUR
MASTER KEY, GUARD IT AND STORE IT SAFELY!

SUBMISSIONS. KoolSpan welcomes your feedback and suggestions about how to improve the KoolSpan
Solution. You agree that KoolSpan shall have the right to use such feedback and suggestions in any manner it
deems desirable without providing any consideration or payment to you.

WARRANTY & DISCLAIMER. KoolSpan warrants that the KoolSpan Solution shall perform substantially in
accordance with the accompanying documentation for a period of 90 days from the date of receipt. In the event
of a failure of this limited warranty, KoolSpan's entire liability and your exclusive remedy shall be (at
Koolspan's option) either the repair or replacement of the defective portion of the KoolSpan Solution that does
not meet KoolSpan's limited warranty (as set forth herein) and which is returned to KoolSpan with a copy of
your receipt for purchase or, if KoolSpan is unable to deliver a suitable replacement, you may terminate this
Agreement by returning the KoolSpan Solution (and any associated materials) for a refund of your money.
Claims under this warranty must be received no later than 5 days after the end of the 90-day period. Claims can
be made by calling or sending an e-mail to support@koolspan.com. KOOLSPAN MAKES NO OTHER
REPRESENTATIONS OR WARRANTIES ABOUT THE SUITABILITY, COMPLETENESS, TIMELINESS,
RELIABILITY, LEGALITY, OR ACCURACY OF THE INFORMATION, SERVICES, PROGRAMS,
PRODUCTS, SERVICES, AND MATERIALS ASSOCIATED WITH OR AVAILABLE THROUGH THE
KOOLSPAN SOLUTION FOR ANY PURPOSE. THE KOOLSPAN SOLUTION AND ANY SUCH
INFORMATION, SERVICES, PROGRAMS, PRODUCTS, SERVICES, AND MATERIALS ARE
PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION,
ALL IMPLIED WARRANTIES AND CONDITIONS OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PUROSE, TITLE, AND NON-INFRINGEMENT. KOOLSPAN DOES NOT WARRANT
THAT THE KOOLSPAN SOLUTION WILL OPERATE ERROR-FREE, UNINTERRUPTED, OR IN A
MANNER THAT WILL MEET YOUR REQUIREMENTS. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE SOFTWARE IS WITH YOU.
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LIMITATION OF LIABILITY. YOU AGREE THAT IN NO EVENT SHALL KOOLSPAN BE LIABLE
FOR ANY INDIRECT, PUNITIVE, INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF OR IN ANY WAY CONNECTED WITH THE USE OF THIS PRODUCT BY YOU OR
FOR ANY INFORMATION, SERVICES, PROGRAMS, PRODUCTS, SERVICES, AND MATERIALS
AVAILABLE WITH OR THROUGH THIS PRODUCT, OR OTHERWISE ARISING OUT OF
UTILIZATION OF THIS PRODUCT, WHETHER BASED IN CONTRACT, TORT, STRICT LIABILITY,
OR OTHERWISE, EVEN IF KOOLSPAN HAS BEEN ADVISED OF THE POSSIBILITY OF DAMAGES.
WITHOUT LIMITATION OF THE FOREGOING, TOTAL LIABILITY OF KOOLSPAN FOR ANY
REASON WHATSOEVER RELATED TO USE OF THIS PRODUCT OR ANY CLAIMS RELATING TO
THIS AGREEMENT OR THE PRODUCT SHALL NOT EXCEED THE TOTAL AMOUNT PAID BY YOU
TO KOOLSPAN IN CONNECTION WITH THE SUBJECT MATTER OF THE PARTICULAR DISPUTE
OR $50,000 (USD), WHICHEVER IS LESS.

INDEMNITY. You agree to defend, indemnify, and hold harmless KoolSpan and its affiliates, employees,
agents, directors, officers, proprietors, partners, representatives, shareholders, servants, attorneys, predecessors,
successors, and assigns from and against any and all claims, proceedings, damages, injuries, liabilities, losses,
costs, and expenses (including reasonable attorneys’ fees and litigation expenses), relating to or arising from
your use of the KoolSpan Solution and any breach by you of this License Agreement.

GOVERNING LAW. This License Agreement has been made in and will be construed and enforced solely in
accordance with the laws of the State of Maryland as applied to agreements entered into and completely
performed in Maryland. You agree that any action to enforce this License Agreement will be brought solely in
the federal or state courts in Montgomery County, Maryland, U.S. and all parties to this License Agreement
expressly agree to be subject to the jurisdiction of such courts. You also acknowledge and agree that the
Maryland implementation of the Uniform Computer Information Transactions Act (including any available
remedies or laws) shall not apply to this agreement and is hereby disclaimed.

TERM AND TERMINATION. This License Agreement will take effect at the time you receive the KoolSpan
Solution and is effective until terminated. This License Agreement will terminate automatically if you return
the product pursuant to the conditions set forth herein or if you fail to comply with any of the terms and
conditions described herein, including by exceeding the scope of the license. Termination will be effective
without notice. You may also terminate at any time by ceasing to use the KoolSpan Solution, but all applicable
provisions of this Agreement will survive termination, as outlined below. Upon termination, you must return or
destroy the KoolSpan Solution (and any associated materials) in your possession. The provisions concerning
proprietary and intellectual property rights, submissions, confidentiality, indemnity, disclaimers of warranty and
liability, termination, and governing law will survive the termination of this License Agreement for any reason.

MISCELLANEOUS. Failure to insist on strict performance of any of the terms and conditions of this License
Agreement will not operate as a waiver of that or any subsequent default or failure of performance. A printed
version of this License Agreement and of any related notice given in electronic form shall be admissible in
judicial or administrative proceedings based upon or relating to this License Agreement to the same extent and
subject to the same conditions as other business documents and records originally generated and maintained in
printed form. No joint venture, partnership, employment, or agency relationship exists between you and
KoolSpan as result of this License Agreement or your utilization of the KoolSpan Solution. This License
Agreement represents the entire agreement between you and KoolSpan with respect to use of the KoolSpan
Solution, and it supersedes all prior or contemporaneous communications and proposals, whether electronic,
oral, or written between you and KoolSpan with respect to the KoolSpan Solution. Please note that KoolSpan
reserves the right to change the terms and conditions of this License Agreement and under which the KoolSpan
Solution is extended to you by providing you in writing or electronically a copy of such revised terms.
KoolSpan may change any aspect of the KoolSpan Solution. Your continued use of the KoolSpan Solution will
be conclusively deemed acceptance of any change to this License Agreement or the KoolSpan Solution. If you
have questions regarding the KoolSpan Solution or if you are interested in obtaining more information
concerning KoolSpan and its products or services, please contact KoolSpan.

© 2007, KoolSpan Incorporated. All rightsreserved.
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Welcome to
KoolSpan SecurEdge

Welcome to KoolSpan SecurEdge, the award-winning plug-and-play security tool that protects your valuable
network resources. KoolSpan SecurEdge includes everything you need to secure and extend your enterprise
network without any modification to existing hardware or to critical applications that run on the network.

Operating independently of the applications, networks and systems it protects, the KoolSpan SecurEdge
technology is easy to install, implement, and maintain. The KoolSpan platform consists of three components:
KoolSpan locks, keys, and the SecurEdge Manager software used to manage your KoolSpan enterprise.

This guide provides instructions for installing the SecurEdge Manager v4.0 software and initially configuring
your KoolSpan network resources. For detailed instructions on using the SecurEdge Manager software, refer to
the SecurEdge Manager Administrator’s Guide, also included on the product CD.
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Chapter 1:
KoolSpan SecurEdge Manager Installation

Overview of the Installation Procedure

The general steps for implementing the KoolSpan SecurEdge solution are as follows:
1. [Install the SecurEdge Manager software on to the administrator’s workstation.
Refer to the instructions below.

2. Use the SecurEdge Manager program to initialize and configure your KoolSpan network resources,
including all locks and keys.

Refer to the instructions in the SecurEdge Manager Administrator’s Guide.

3. Physically install the locks on your network.
4. Install the KoolSpan SecurEdge client software.
Refer to the instructions in the SecurEdge Client User Guide.

Installing the SecurEdge Manager Software

Platform Requirements

Before you install SecurEdge Manager v4.0, make sure that your computer meets the following minimum
system requirements:

¥  Pentium III, 400 MHz, 256 MB RAM

¥  Windows XP (Professional or Home) or Windows 2000

¥ Two (2) USB ports (one for the Master Key and one for the Client Key)

¥  Administrator rights to install software

Installing the Software

To install the SecurEdge Manager software on to the administrator’s workstation:

1. Insert the KoolSpan SecurEdge Manager product CD into your CD-ROM drive.

2. If the InstallShield Wizard appears, follow the instructions to begin installation. If it does not, double-click
the CD-ROM drive icon in My Computer, and then double-click the file SETUP.EXE.

The Install Shield Wizard launches.

3. Click Next to continue. 1% SecurEdge Manager

4. Carefully read the License Agreement. To proceed with the Customer Information
installation, you must accept the license agreement. Click Next to PaEmR R R
continue. User Name:

5. Enter the User Name and Organization to which the SE

software belongs. Define who should have access to the / %EBEHIIZE.DD”:
application. Click Next to continue. APB, Inc.

Install this application for:

O Anyone who uses this computer (all users)
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6. Define the destination folder into which the software should be copied. Click Next.
7. Click Install to install the software.

The Install Wizard completed window will be displayed.
8. Click Finish to exit the Install Shield Wizard.

The SecurEdge Manager software installation is complete.

What’s Next?

After you’ve installed the SecurEdge Manager software on to the administrator’s workstation, you must run the
software for the first time and configure your KoolSpan network resources. See the next chapter in this guide.
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Chapter 2:

Configuring Your KoolSpan Network

To get started using SecurEdge Manager, follow the instructions in this section. Note that all software features
and options are discussed in detail in the SecurEdge Manager Administrator’s Guide, also included on the

product CD.

Launching SecurEdge Manager for the First Time

When you run the SecurEdge Manager software for the first time, you are prompted to initialize the Master Key
and define the properties of your KoolSpan Network. At any time afterwards, you can use the software to add
locks and client keys to the network. You can even add additional KoolSpan Networks to your database to

secure additional network resources.

To create your first KoolSpan Network:

1. Start the SecurEdge Manager program. Select the Secur Edge M anager item from your Windows taskbar

Start > All Programs > KoolSpan program folder.
The SecurEdge Manager application window opens.

2. Insert a new, uninitialized Master Key into the computer’s USB port.

You are prompted to initialize the key and create a new
network.

3. Click Yes to continue.

The Network Properties dialog box displays, prompting you to
name your KoolSpan Network and define its properties.

4. On the General tab, define the following options:

Network Identification:

SecurEdge Manager

You have inserted a blank master key.

2)

Yes

Would you like to initialize it and create a new network now?

¥  Network ID — This is the official name of your KoolSpan Network. This name cannot be changed later.

¥  Description — This is the name of the network that (% Network Properties

will be displayed in the SecurEdge Manager program
and also cannot be changed later.

Remote Access Settings:

¥  Allow remote access on this network — Enabling this
option allows users to access this KoolSpan network
remotely.

¥ Remote Address — This is the IP address for remote
access users. Typically this will be the public IP
address of the KoolSpan lock, or it may be the IP
address of the firewall or router that is forwarding
traffic to the lock. This address can be modified at
any time.

General | Security
™) Enter the network id and description in the fields provided
2
Network Id: Koolspan Network
Description FH Headquarters
@ Allow remote access on this network
Remote Address
Remote Port:
’-"l, Tunneling Mode Full Tunnel E
.
Allow access to local subnet

¥  Remote Port — This is the port number to which the Client Key will send out requests to the lock. By
default, this is set to port 53248 but can be changed at any time.
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Tunneling Settings:

The tunneling mode you select here will be the default tunneling mode programmed on each new Client
Key. The tunneling mode options pertain to the remote access sessions that will be established by the clients.
The modes dictate how the clients will handle traffic over the configured adapter in conjunction with the
KoolSpan virtual adapter.

¥  Full Tunnel — Choosing the Full Tunnel mode will cause the remote user’s PC to send and receive data
only through the default gateway on the remote (secure) KoolSpan network. Any attempt to send
traffic to a network device on the local subnet (e.g., a printer) will be blocked. To give users access to
their local network devices, also enable the “Allow access to local subnet” option. See below.

¥  Allow access to local subnet - This option is only available when the Full Tunnel mode is selected.
Checking this option gives users access to the network devices on their local subnets (e.g.,
printers). Note that checking this option makes the users’ connection less secure because the local
traffic will not be encrypted.

¥  Split Tunnel — Choosing the Split Tunnel mode will cause traffic destined for the remote KoolSpan
network to be routed over the KoolSpan adapter’s secure connection. All other traffic destined for
nodes off the local network is sent out via the local network’s gateway. Note that local traffic,
including traffic destined for the configured adapter’s default gateway, will NOT be encrypted.

NOTE: The Remote Access and Tunneling Settings you define here will be programmed on each
new Client Key you initialize for this KoolSpan Network. You can override these default settings on
a per key basis later.

5. Click the Security tab, and define the default options to be applied to every new Client Key to be initialized
under this KoolSpan Network as follows:

¥  Default PIN — This is the default PIN that will be %2 Network Properties
applied to all newly programmed Client Keys added
to this network. Users will be forced to change this
PIN before their first authentication. This PIN must
be 8 characters in length and may contain any
printable characters.

General |; S

= Enter the default client PIN used to initialize client keys
\) and the maximum number of PIN attempts allowed during
sign-on

Default PIN: 00000000
¥  Maximum Attempts — This is the number of

maximum successive incorrect PIN attempts
allowed for each Client Key before it is disabled.

Maximum Attempts: 10 v

6. Click OK to save your changes and continue.

You are prompted to define the Master Key PIN. SecurEdge Manager

= .
7. Enter the new Master Key’s PIN and verify the new PIN. ‘,V?\ New PIN 000015F3
8. Click OK to continue. '

You are prompted to verify the PIN again. Enter New PIN:
Verify New PIN:
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9. Enter the Master Key PIN, and click the OK button.
The Master Key is successfully initialized, and will now be used to access the KoolSpan Network you
created.

The KoolSpan Network object you created will be listed in the SecurEdge Manager application as part of
your KoolSpan Enterprise.

NOTE: The Master Key is critical to your network. It cannot be replaced, and the PIN cannot be
recovered if forgotten. KoolSpan recommends that you store your Master Key and PIN in a safe
place, and that you use your Master Key Clone (labeled MC) for day-to-day administration. For
more information on Master Keys, refer to the SecurEdge Manager Administrator® Guide.

What’s Next?

After you define the properties of your KoolSpan Network, you should perform the following setup and
configuration tasks.

TASK: Complete the KoolSpan SecurEdge Manager configuration.
Using the SecurEdge Manager program:

¥  Create a Master Key Clone.

¥  Add one or more locks to your KoolSpan Network.

¥ Initialize Client Keys and add them to one or more locks in your KoolSpan Network.

NOTE: For instructions on all of these tasks, refer to the SecurEdge Manager Administrator® Guide.

TASK: Provide secure client access.

For the KoolSpan SecurEdge client users:

¥  Give an initialized Client Key to every KoolSpan SecurEdge user.
¥ Install the KoolSpan SecurEdge client software on to every client workstation.

NOTE: Refer to the client software installation instructions in the SecurEdge Client User Guide.
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TASK: Physically install the locks on your network.

KoolSpan SecurEdge can be configured to protect any network asset you choose — a mission-critical
application, a specific server, a subnet, or your entire network. The lock device acts as a gate-keeper. Nothing
can be accessed beyond it without an authenticated, secure session. The assets you protect depend on the
placement of the lock device on your network.

The lock device is illustrated below:

Tamper-evident construction

Extruded Aluminum Case

Internal Port
i d port to
secured network)

Stackable Design

Low-profile design
731"x4.18"x 136"

External Port
{unsecured port)

B S—

Secure Mode Indicator

Power Indicator

To connect networks and subnets, you can also bridge KoolSpan SecurEdge locks to one another in a
parent/child fashion. Before you add a lock to your network, you must decide whether it will be a parent or
child lock, as their configuration requirements differ. Some general configuration notes are listed below.

¥ A child lock’s internal and external interfaces cannot be assigned to the same IP subnet.

¥ A child lock must be deployed in such a way that its external interface can authenticate to the parent lock.
Once authentication takes place, the internal port of the child lock will be bridged to the parent lock’s
network.

¥ Ifaparent lock is deployed via its internal port only (typically behind a router or firewall running NAT),
then any KoolSpan connections from outside the firewall destined for the parent lock should be directed to
a public IP address managed by the firewall. The firewall should be configured to redirect any KoolSpan
traffic (default UPD port 53248) to the parent lock at its internal IP address.
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Technical Support

For additional assistance, please contact the KoolSpan Technical Support Team:
(240) 880-4400, Option 2

or send an email message to:
support@koolspan.com

Kool Span Incorporated
PO Box 2067
North Bethesda, MD 20852

13 KoolSpan SecurEdge Installation Guide



